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Identity Federation has two main parts:
* legal
e technical

Legal part consists from agreements, policies, declarations and
other boring stuff.

Technical part have to deal with hardware, software and data
exchange. Federation data flow consists from metadata
transferred between: entities within federation or federation and
eduGAIN. To sign and publish metadata or get downstream
metadata from eduGAIN, Jagger Resource Registry is the simplest
tool to be used.
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Federation management using Jagger

Few simple steps should be performed, to manage any identity federation
using Jagger RR:

1.Populate federation data
2.Populate entities data

 Add SP entity

 Add IdP entity
3.Configure metadata sign process
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Default page

Jagger home page contain quick access buttons to registered federations, entities and

actions queue.
|

J JAGGER| Federations Identity Providers Service Providers Register Administration

= Identity Providers == Service Providers
= Federations = Queue
Date Requester

Request type

Fegister Administration

Register button, from top navigation
menu, will be used to start new
Federation, Service Provider or Identity
provider registration process

|dentity Provider

Service Provider

|dentity=ervice Provider

Federation
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Administration

Addaons

Federation Categories
Entity Attributes
Registration Policies

Attribute definitions

System
Configuration
MWetadata importer
Lzers

Manage articles

Manage mail templates

Administration menu

Administration menu offer a set of tools useful for federation or entity
management.

Addons — SAML data decoder, useful decrypt encoded AuthnRequest /
AuthnResponce: SAML Messages

Federation Categories — create internal categories, and sort Federations
into them

Entity Attributes — register attributes, linked to entities metadata

Registration Policies — manage Registration Policies, which can be used
by entities or federations

Attribute definitions — manage list of SAML attributes exchangable
between IDP and SP

www.geant.org



Administration

Addons

Federation Categaries

Entity Attributes

Registration Policies

Attribute definitions
System
Configuration
MWetadata importer

Lzers

Manage articles

Manage mail templates

Administration menu

System — contain tools for system tests, and mass email sender (ex:to
announce maintenance works)

Configuration — manage miscellaneous Ul settings, like cookie consent
for every page, custom text within interface header/footer,
breadcrumbs, etc.

Metadata Importer -tool used to register entities by importing
metadata.

Users — Ul users manager

Manage articles — mini CMS used to create and manage home page

Manage mail templates — create and manage mail templates, used to
request approval from federation manager.
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Administration
Addons
Federation Categories

Entity Attributes

Configuration

MWetadata importer

Manage mail templates

Administration menu. Registration Policies

Registration policies can be used by multiple entities.

* Display Name Language URL of a document Description Status

AESM Registration policy en o Jdp vie ase maindex phoiPr Place were regestration policy of thes organzation are placed

Federation Policy Agreement en T Mfederations fenam mi Pollcy 3

http:/federations.ranam.md n tn /federal iin hitp /Meserations. renam md

http:/federations.renam.md o to ifederat nar md hittp./tecerations renam md =
7.

List entities connected to RegistrationPolicy

GlDP-RENAM (http=fgidp federations.renam.mdy
Federation Management Eoard ehttpsimanage federations.renam.md)

Add Registration Palicy
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Administration menu

smiristration . —

Name Description Values Status

Category. genersl

Campany uses coolles 10 your brawsing exgenence and 1 creste a secure and effective website for our customers By
show cookse  option allows to display consent cookie on the x 2

a
using this site you agree that we may temparary store and access cookes on your devices, unless you have disabled your

conssnt top of page

cookies
Categary: page
Test on the Footer - Allows to add additional text on the

Powered by Jagger
bootom page hottam page ot

Heagder ttle
et Text added as prefiinto header tile on a page  Jagger
prefix

show

option allows o display breaderumbs Toa fiwddd e nuf uned b salhrgs
treadcrumbs

show
ttie/subhtie option allowss to showhide tele on the page Trow Nekct is not usad f petbogs Enattsc
npage
Categary, authn
Allaw If enabiad then any user can enable/dsable 2F
ordinary user  authentication atherwise only Administrator can RIS ERRIGE —
sat 2F doit
Categary: mail
mai £
; mad signature agded to every notication
sigrature
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Administration menu. Metadata importer
LLLEE——_  ———

. _ . Metadata location URL
Al R i
Administration
b of drilies Please selact 0
L P P -
Addons Feoo®n | plusse selset v
T Watadud o LFL
Federation Cz
Dont valdete e server's cotificate
-tk AT o
Entity Attributes
Options:
= tration Policies Wcon ertties os extereloe vbers oL 2
i e - T Overarie kosly mansged ardtes? Please ssdar) v
Attribute definitions .
New entles anabied Uy detat Ploase select v
Foputets ol nformation Plesse sslect v
Shondd shadic mmiacits be walied try detud Pleasa sakrt -

Metailata validation (ogtional)
Valats nstadsts with certiticate *

URL of metadata signing certiticate

Metadsin sgreg caditioate i X208 Soomsd
renees URLof oot
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Register new Federation

Register new Federation |EEE S

into the Resource Irternalfzystem name FoC
RegiSt ry iS q u ite ea Sy, Federation name [dentity Federation of my Country

Register Administeatin hlame in metacata hitp:/ifederation. cauntry. my/

|IjE!rItit'§." Frovider Access Details vizible to ather uzers

Service Provider EesSrption IFOC is introduced to facilitate and simplify the intraduction to Research and Educational
institutions of my Country.

[dentityService Pravider

Federation

But is should be done it fderation counry my/TU po
using values defined in

registration documents

applied to eduGAIN
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Register new Federation

J  JAGGER Federstions Idderitity Providers ¢ Ovicers wegister stration

Newly registered federation will
not appear in federations list until it is ———
not validated by Jagger admin (even if e Roauestr N T e
req u este r iS a d m i n ) ] 2020-04-23 19:59:07 Addmin admin (admin’ Federation - Creste admini@ federation.my

no

Request awaiting for approval

Request

Type Register new federation
Fequestor Admin admin (admim)
Source IP 109.185.138.230
Registration Date 2020-04-22 21:13:.04

Basit Infarmation

Federation name Identity Federation of my Country

Marme in metadata hitp:ifederation.countremey!

Description IFOC is introduced to facilitate and simplify the intfroduction to Research and Educational institutions of my Country.
Terms Of Use hitp:fifederation. countrermy UL pdf

Reject request

Accept request

11 www.geant.org



Manage Federation

Approved federation will be populated Request to deactivate federation
with information provided and, if visible, is
available for entities registration into it. In eees manasements
order to modify or delete federation, it
should be deactivated first.

Deactivate Federation

Membership Metadata Attributes Validators Actlve a nd Inactlve federatlon

Hame Mame in metadata

Federation name |dentity Federation of my Country

MName in metadata hitp:iffederation.country ry

P ey Wyl StTF manage.all forme —
inactive

Internalfsystem name IFOC :

EntitiesDescriptar ID prefic- 202004231 20736 PRI LE L Cr [dentity Federation of my ) not public
c i hitp:iffederation.counteyg my

Puhlisher Ly m

Publisher {in export

metadata) H o
Request to activate or delete federation
Description IFOC is introduced to facilitate and simplify the intraduction to Research and Educational
institutians af my Country. Membership Metadata Attributes Walidators
Terms Of Use hitp:iifederation. country iU pdf
Contact list of [dP members & Access management-»

Download contacts listin td

Contact list of SF memhbers
format &

Contact list of all federation members &

Activate Federation Apply to remove Federation

Timeline Diagratm
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Manage Federation

Active federation offer 4 metadata sources, also, 2 types of metadata are available:
signed and unsigned. Unsigned metadata is aggregated immediately, accordingly to
selected type, so it is fresh at every button press. Signed metadata is aggregated after
sign button press, or using preconfigured periodic system job. So, signed metadata
will display last aggregated during singing job.

hittp:if81.180.84 23503 metadataifederationdF OC1 fmetadata xml

http:f81.180.84 235803/ metadataifederationiF OCUIDP metadata xml =

hitp:/ra1 180 .84 2380r3/metadatafederation/IF OC1ISPImetadata xml 2>

http:/ra1 .1 80.84. 2350 r3signedmetadatafederation/iF OC 1 imetadata xml 3>

Federation metadata puhlic link {signed) BEEEE

Sign metadatag
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Manage Federation. Task Scheduler tool

Preconfigured periodic system job can be runned by Jagger
integrated Task Scheduler. 1t will become available in Administration
menu if enabled in configuration files. Time format to run task is
similar to Linux crontab.

Job accept input parameters, paired as key<>value. Exists two
levels of parameters: which define action and which define required
parameter.

Task scheduler interface. New job.

Minute Haur Cray of month Manth Cray of week

1 8

Task enabled?

Crescription

Tazk template™

Whaker function name

Waker fn params

14

Addministration

Manage articles

Manage mail templates
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Manage Federation. Adding job to sigh metadata

Job type metadatasigner — metadata sing.
type <> federation > sysname <> short name of federation (value)
provider > entityid <> id of local managed entity (value)
bulk >name <> providers — sign all entities metadata one by one
federations — sign all federations metadata
all — sign all entities and federations metadata

hirute Hour Dy of month tlomth Day of week
33 711,158,119

Shown configuration will apply
Task enabled? r
metadatasigner job at 7:55, o Py——
11:55, 15:55, 19:55 every day.
Task template? v
Job will sign all entities and om0
federations metadata USing WWorker fi params arg name arg value
provided certificate. o

arg name arg value

narme all
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Manage entities

New entities cad be added by automatic population of registry
from their instance metadata or manually introducing all needed
information. There a re two ways to add entities into Jagger using
their metadata, by using Register menu or metadata importer tool
from Administration menu.

Import metadata form called from Register menu

tetacksta (optionald

Renister

[dentity Pravider

Semice Provider

|[dentity'Service Provider

Federation
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Administration
Addons
Federation Categories

Entity Attributes

Fegistration Policies

Attribute definitions
System
Caonfiguration
Metadata importer
Users

hManage articles

Manage mail templates
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Add entity using metadata. XML insert

<faml wersion="1.8"r:=
=md: Ent it yoe=criptor =mlns: md="urn:ocasis: names:tc: Syl 2.6 met adata”
Amlns: mdrpi="urnioasisinamesto Syl imetadata: rpi” Amlns: mdui="urnioasis: names:to: sL metadataiui”
amlns! ds="http! F i w3 ongd 2080 o0 amldsigd " ent it yI0="http=: fffederat Jon.my "=
=md: Ext enzions:
<mdrpi: Regdst ratdonImfo @mlns: mdrpi="urnioasis: names:to sl metadaka: rpi”
registrat jonauthorit y="http=: fifederat ion.my "=
=mdrpi: Registrat donrolicy =ml:lang="ro"=htt p=: S Tederat don. my</mdrpi: Regdst rat donPoldc y=
<mdrpi: Registrat ionrolicy @ml:lang="en":=htt p=: / Tederation.myd=,mdrpi: Regdist rat donrFolicy:=
=mdrpi: Regist rat :'u:\nl'-\nllic_l.l wamli lang="ru"=htt ps: fifederat ion. my</mdrpi: Regist rat jonPolicy-
<fmdrpi: Regdst rak ionl mfo:
=fmd: Exkensions:
=md: IDPS30Descriptor protocolsupport Enumerat jon="urnioasis: names: o Sl 2.8 protoool s
=md: Exk ensions:=
=mduit LI «mlns: mdudi="urnioasis: namesito! sl metadataiui™s
=mdui:bizplayMame =ml: lang="en"=IFOCIDF=/mdui: DizplayName:
<mdui:bescription =ml:lang="en"=IFOCIOO - identity provider u=ed by IFDC</mdui:Description-
=mdui: Imformat ionURL =ml: lang="en"=hkt p=: ffFederat don. my<,/ mdui: Imformat donURL=

Your cantact datalls

“ S Regisier

<mdui: Imformat ionURL =md: lang="ru "=kt p=: ffTederat don. my<, mdui: Imformat donURL: -
=mdui! Logo width="285" height="121"=http=:f /mya«se=zome. Jogo, my. jpe</ mdui: Logos
Smdud s LI mfio o
‘Drganizadon Contacts LN Indnrnation
Federation Mo public federations found
Lisarrgme admin
EEn name sdmin
SUmame admin
Email admingedaration ry
17

Ceificatas

Adding entity by importing its
metadata in Registry menu, can be
done by inserting SAML 2.0 XML
formatted metadata into form. Inserted
metadata is parsed and shown within
registry internal data categories.
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Metadata location URL

Type of entities

Federation

hetadata location URL

Don'twalidate the servers certificate

Options

Import entities as external or internal

Ovenrite locally managed entities™

Mew entities enabled by default

Fopulate all information

Should static metadata be enabled by
default

Internal/external entity — entity can/cannot be managed from Jagger Ul
Static metadata — upstream entity metadata will not be affected by
metadata tweaks from Jagger metadata explorer

18

Add entity using metadata. URL import

ldentity Froviders

ldentity Federation of my Country

hitps fMederation.mysami2idpimetadata.php

Local entities

no

yes

yes

yes

Adding entity by importing its
metadata in Administration menu,
can be done by defining import
options and metadata location.

Options offer possibility to define
the way how added entity will be
inserted into registry.

www.geant.org



Manage Federation entities

Metadata of internal entities can be edited by selecting entity from list.

Hame of organization 4 URL to information about organization Registration Date status
IFOC-DP
. bt Afederation mey
Https: Mg feceration my
Hame of organization URL to information about organization Registration Date status

_ Select action to perform
Use actions button

Edit prowider
_ Manage membership foining)
ﬂ hiembership hietadata hanagement LagssStats

Edit provider — switch information tab to edit mode, so entity values can
be edited

Manage membership — manage entity membership interface.

SPs excluded from ARP — manage list of SPs excluded from Attribute
Release Policies

Attribute Policy — manage Attribute Release Policies

Clear cache — clears cached data thus updating displayed information

lwEnage membership Jeawing)

%Ps excluded from ARF

FAitribute Policy

Clear cache

19 www.geant.org



Manage Federation entities. Membership

Membership menu offer possibility to manage entity affiliation, state, sign and view metadata. Using suspend
buttons, entity can be temporary disabled and kept in federation. Administratively suspended action is available only
for Registry Administrator. If entity is suspended using Administratively suspended, temporary suspend state are not
took into account. By pressing Show members button, the list of entities, available in same federation(s), will be
shown*,

hetadata hanagement Logs/3tats

Wetadata

Service metadsta url metadats urk =
Circle of trust metadata LIRL metacata urk =
Circle of trust metadata URL fsigned) metadats url, =

Sign metadata

hiy 1=t TF Public metadsta url, =
Member of inistrati

*if current entity is SP then IdP entities will be shown
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Manage Federation entities. State management

Management menu  offer
possibility to adjust entity
management type, state, validity
period, etc.

Lock/Unlock Enable/Disable
I

Lack entity Unlocked v
Entity active Enahled -
Vistbility en PUBIE IS wisible on public lists v
Entity 2= locally Managed locally v
managediexternal
Walid From
Valid Until
21

"3 2
[ General

lembership lvletadata -

LockUnlock EnableDizakle -
Remaove provider from the systemih IERR T R R e

Manage status

Display access=+

Display access

Registration Policies

Username read write manage

admin CAdmin acmin) - Adminiztratar has access has access has access

Select ¥

Edit resource

Manage resource
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Manage Federation entities. Removal

Any entity or federation can be
removed from registry. Remove
option become accessible when

Entity removal actions

0 Genearal hdembership hdetadata -

LockUnlock EnableTizable =

Manage status P entity or federation is disabled.

Dizplay access=>

Federation removal actions

o _
Federation is inactive

General hembership hitadata Attributes

Pl t titylD Access management—+
R httpsifawesomesp federation.my

Remove provider from the system
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Thank you

Any questions?
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